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2>7<>6=>ABO<8 ?>;CG5=8O F5==>9 8=D>@<0F88, 
?@8>1@5B5=8O 7=0=89, B>20@>2 8 CA;C3, >1I5=85<, 
@01>B>9, 0 B0:65 =0;8G85< CA;>289 4;O A>740=8O 2 
�=B5@=5B5 187=5A-AB@C:BC@, A ?><>ILN :>B>@KE, 
B2>@G5A:85, :><<C=8:015;L=K5 8 
?@54?@88<G82K5 ;8G=>AB8 <>3CB @50;87>20BL 
A2>8 A?>A>1=>AB8 4;O ?@8>1@5B5=8O 45=53, 2;0AB8 8 
AB0BCA0. 



!5A<>B@O =0 =5>4=>@>4=>ABL :C;LBC@=>9 A@54K 
3;>10;L=>3> 8=D>@<0F8>==>3> ?@>AB@0=AB20 : 
>1I5?@8=OBK< ?@028;0< C2068B5;L=>3> ?>2545=8O 
?@8=OB> >B=>A8BL @O4 ?@028;, 2 A>>B25BAB288 A :>B>@K<8 
=54>?CAB8<K< AG8B05BAO: 

• A:25@=>A;>285;
• =0=5A5=85 >A:>@1;5=8O 4@C38< ;N4O<;

•  @076830=85 ?>;8B8G5A:8E 8 A>F80;L=KE 
:>=D;8:B>2; 

• @0A?@>AB@0=5=85 8=D>@<0F88 70?@5I5==>3> 
E0@0:B5@0.



CB8E89=K9 E0@0:B5@ <=>38E 
8=D>@<0F8>==K5 ?@>F5AA>2 2 3;>10;L=>< 

8=D>@<0F8>==>< ?@>AB@0=AB25, G0AB> 
>@85=B8@>20==KE =0 @072;5:0B5;L=>-
A?@02>G=K9 E0@0:B5@ ?>;CG5=8O 
8=D>@<0F88 H8@>:8< :@C3>< ?>;L7>20B5;59, 
?@825; : D>@<8@>20=8N @O40 =530B82=KE 
?>A;54AB289.



К =е74т86=O< поEледEт68O<, 6O764==O< 8=DоD<4F8о==O<8 
747DO7=е=8O<8, ок47O64NI8<8 отD8F4телP=ое 6л8O=8е =4 л8G=оEтP 8 
о5IеEт6о, Eледует от=еEт8: 
• E=86е=8е уDо6=O EоF84лP=о9 от6етEт6е==оEт8; 
• 7468E8<оEтP Gело6ек4 от 8=DоD<4F8о==о9 EDедO о58т4=8O, котоDо9 о= пеDед4ет 6Eе 

5олPHее кол8GеEт6о E6о8E 8=теллекту4лP=OE Dу=кF89 8 Dе=о<е= E=86е=8O 
8=теллекту4лP=о7о поте=F84л4 л8G=оEт8, котоDO9 оEо5е==о O6=о пDоO6лOетEO 6 EтD4=4E E 
6OEок8< уDо6=е< 8=DоD<4т874F88; 

• кл8по6ое <OHле=8е, E4D4ктеD=о9 оEо5е==оEтPN котоDо7о O6лOетEO <4EEо6ое по6еDE=оEт=ое 
6оEпD8Oт8е 8=DоD<4F88; 

• E=86е=8е оIуIе=8O пD8о5IU==о9 к пDо8EEодOI8< пол8т8ко-пD46о6O< пDоFеEE4<; 
• Eт47=4F8O пD46о6о9 пDоE6еIе==оEт8 8 пD46о6о9 7D4<от=оEт8; 
• DоEт G8Eл4 пE8E8GеEк8E D4EEтDо9Eт6, о5уEло6ле==OE 6 то< G8Eле 6о7де9Eт68е< =е74т86=о9 

8=DоD<4F88; <4=8пулOF88 Eо7=4=8е<;

•  7468E8<оEт8 от о=л49=-87D; 
• E=86е=8е Eт8<уло6 к 8=д868ду4лP=о<у E5оDу 8=DоD<4F88 8 о5D4Iе=8N к 

пеD6о8EтоG=8к4<; 
• EтоE4Eт8GеEк89 E4D4ктеD D4EпDоEтD4=е=8O 8 т8D468Dо64=8O =е толPко   =о6о7о 7=4=8O, =о 8 

8Eк46е==о9 8=DоD<4F88 



�ЛО��Л0�О�О ��ФО ��Ц�О��О�О 
� О!& ��!&��

1�"%�%&� � 





�;>10;L=0O A5BL �=B5@=5B, 

O2;OOAL A0<>C?@02;O5<K< =5:>=B@>;8@C5<K< ?@>AB@0=AB2><, 
?@54AB02;O5B A>1>9 548=CN :><?LNB5@=CN A5BL, 
>15A?5G820NICN 2>7<>6=>AB8 ?5@540G8 8=D>@<0F88 2 
:>B>@>9 B@048F8>==> 2K45;ONB 3 >A=>2=KE C@>2=O:

•  Clearnet 8;8 Surface Web
•  Deep Web  
• DarkNet 



� ?>25@E=>AB=>< C@>2=5 «The Surface Web» A>45@68BAO ?@8<5@=> 2 <;@4 A09B>2, :>B>@K5 
A>740NBAO A ?><>ILN =01>@0 AB0B8G5A:8E AB@0=8F, =0E>4OI8EAO =0 A5@25@5, 8=45:A8@C5<KE ?>8A:>2K<8 
A8AB5<0<8 8 :>B>@K5 4>ABC?=K H8@>:><C :@C3C ?>;L7>20B5;59, => =0 4>;N :>B>@KE ?@8E>48BAO B>;L:> 
>B 4 4> 10 ?@>F5=B>2 2A53> 8=D>@<0F8>==>3> >1J5<0 3;>10;L=>9 A5B8. 

!52848<K9 3;C18==K9 C@>25=L �=B5@=5B0 «DeepWeb» A>45@68B <=>65AB2> AB@0=8F, =5 
8=45:A8@C5<KE ?>8A:>2K<8 A8AB5<0<8, => B@51CNI8E 0CB5=B8D8:0F88 ?>;L7>20B5;O 4;O 
?>;CG5=8O 4>ABC?0 : 40==K<, : :>B>@K< <>3CB 1KBL >B=5A5=K @07;8G=K5 WEB-A5@28AK 8 
A2545=8O, A>45@60I85AO 2 1070E 40==KE, ?@8=04;560I8E :><?0=8O<, 2>5==K< 8 
3>AC40@AB25==K< AB@C:BC@0<, =0CG=>-8AA;54>20B5;LA:8< F5=B@0<.

«DarkNet» ?@54AB02;O5B A>1>9 «B5=52CN» >4=>@0=3>2CN C<D<A7B6GN �=B5@=5B-A5BL (Overlay Network), 
:>B>@0O 70=8<05B >A>1>5 <5AB> 2 3;>10;L=>9 A5B8.  «DarkNet» ACI5AB2C5B ?0@0;;5;L=> >1KG=><C 
�=B5@=5BC.   �A?>;L7C5B:

• =5AB0=40@B=K5 ?@>B>:>;K;

• ?>@BK;

• >15A?5G8205B 2 70H8D@>20==>< 2845 0=>=8<=>5 8=D>@<0F8>==>5 2708<>459AB285 B>;L:> 
<564C 4>25@5==K<8 ?>;L7>20B5;O<8 (?8@0<8). %:@KBK9 C@>25=L �=B5@=5B0 8;8 B0: 
=07K205<K9 «DarkNet», ?@54AB02;5= 10 BKAOG0<8 A09B>2, =0 :>B>@K5 ?@8E>48BAO 
?@8<5@=> 0,03 % >1J5<0 2A59 8=D>@<0F88, ?@54AB02;5==>9 2 3;>10;L=>9 A5B8. 



���!"!� ���*�/
8 

�!"!� ���*�/
�=>=8<=K5 A5B8 ?@54=07=0G5=K 4;O A>E@0=5=8O 

:>=D845=F80;L=>AB8 ?>;L7>20B5;LA:>3> 
2708<>459AB28O. 
�=>=8<=>ABL 4>AB8305BAO 70 AG5B H8D@>20=8O 

?>;L7>20B5;LA:8E 40==KE 8 ?5@5AK;:8 B@0D8:0 G5@57 
@5B@0=A;OB>@K (C7;K <0@H@CB870F88) 8;8 ?@>:A8. 



�=>=8<=>ABL 70G0ABCN 8A?>;L7C5BAO 2 
?@5ABC?=KE F5;OE. 
 #@58<CI5AB20 0=>=8<870F88 

B@0D8:0 83@0NB =0 @C:C B5@@>@8AB0<, 
?@>402F0< >@C68O 8 =0@:>B8:>2, 
<>H5==8:0<, M:AB@5<8AB0<, A1KBG8:0< 
70?@5I5==KE 2 >1>@>B5 B>20@>2 8 4@C3><C 
?@5ABC?=><C :>=B8=35=BC ?>;L7>20B5;59 
B0:8E A5B59.





%CI5AB2C5B <=>65AB2> 0=>=8<=KE A5B59, 2:;NG0O 
                 I2P,  Freenet,  MorphMix,  Hornet. 

!081>;55 ?>?C;O@=>9 ;C:>2>9 A5BLN (B5E=>;>38O 0=>=8<=>3> 
>1<5=0 8=D>@<0F859, ?@8 :>B>@>< A>>1I5=8O =5>4=>:@0B=> 
H8D@CNBAO 8 ?>B>< >BAK;0NBAO G5@57 =5A:>;L:> A5B52KE C7;>2, 
=07K205<KE ;C:>2K<8 <0@H@CB870B>@0<8, O2;O5BAO A5BL Tor, 

:>B>@0O ?>;=>ABLN A>AB>8B 87 2>;>=B5@A:8E A5@25@>2 8 
?@>3@0<<=>3> >15A?5G5=8O, :>B>@>5 ?>72>;O5B ?>;CG0BL 4>ABC? : 
MB>9 A5B8.
#@>B>:>; Tor AG8B05BAO >4=8< 87 A0<KE ?>?C;O@=KE A5B52KE 

?@>B>:>;>2 4;O >@30=870F88 0=>=8<=>3> 2708<>459AB28O .

��О����/� !�&�



�=>=8<=>ABL 2 �=B5@=5B5 ?@8 >B?@02:5 ?>GB>2KE 
A>>1I5=89, ?@8 ?>A5I5=88 A09B>2, ?@8 @01>B5 A 
?@8;>65=8O<8, 8A?>;L7CNI8<8 ?@>B>:>; TCP, 
?>;L7>20B5;8 <>3CB A>E@0=OBL A ?><>ILN A?5F80;L=>3> 
A2>1>4=>3> 8 >B:@KB>3> ?@>3@0<<=>3> >15A?5G5=8O Tor 

Browser (The Onion Router). 

 �A?>;L7>20=85 ?>;=>ABLN c0<>AB>OB5;L=>3> ?@>B>:>;0 
?>72>;O5B Tor 2 «DarkNet»  >1E>48BLAO 157 >B:@KBKE DNS 
(Domain Name System). 



���!"!� ���*�/ (?@54>AB02;5=85 2 
A5BL @50;L=KE 40==KE 2;045;LF0 ?@>D8;O).

� @O45 A;CG052, A F5;LN 53> 40;L=59H53> 
H0=B060.





� 3;>10;L=>< 8=D>@<0F8>==>< 
?@>AB@0=AB25 8 2 ��$�!�&� 2 
G0AB=>AB8, @07;8G=K5 45AB@C:B82=K5 
AC1:C;LBC@K 8 3@C??K, 
>@85=B8@>20==K5 =0 A5?0@0B87<, 
=0F8>=0;87<, =5>=0F87< 8 :A5=>D>18N, 

A>740NB '�$"�/ ��+!"%&�  �  
"�-�%&�'



#$"��� � 
��%�"!&$"�0!"�" 

���/!�/ 
�!("$ �*�"!!/) 

&�)!"�"��� 







!0 2>?@>A @515=:0 > B><, ?>G5<C  0H0 
6825B >4=0, �� :>;>=:0 >B25B8;0, GB> >=0 
2A53> ;8HL ?@87@0: C18B>9 452>G:8, 8<5==> 
?>MB><C >=0 =5 @0AB5B 8 2845BL 55 <>3CB 
B>;L:> 682>B=K5. 
$>48B5;8 65 =5 A<>3;8 2K45@60BL ?>B5@8 

@515=:0 8 C5E0;8, >AB0282 ?CAB>9 4><. 
 0H0 <CG05B <54254O, ?>B><C GB> >= 8 
;8H8; 55 687=8.

�4H4 8 <ед6едP





              C;LBA5@80; "%:81848 &C0;5B<
     #5@A>=068 ?@54AB02;5=K ACI=>ABO<8 2 2845 
3>;>2 157 B5;, =0E>4OI8EAO 2=CB@8 4286CI8EAO 
C=8B07>2.
   1B> ?@5?>4=>A8BAO :0: 25G=0O 1>@L10 4>1@0 A> 
7;><. 
 �5B8 7-8 ;5B A =5B5@?5=85< 64CB =>2K5 A5@88 8 
?@>AOB @>48B5;59 ?>:C?0BL 8< 83@CH:8, :>B>@K5 
87>1@060NB ?5@A>=0659 MB>9 20:E0=0;88. 
     ' A0<>3> ?>?C;O@=>3> 2845> 297 <8;;8>=>2 
?@>A<>B@>2.





#>4@>AB:8:

�8A10;0=A <564C M<>F8>=0;L=>ABLN 8 
@0F8>=0;L=>ABLN 8 =5CAB>9G82>ABL 
687=5==KE ?>78F89 ?>4@>AB:>2 ?@8 
C<5;>< AB>@>==5< 8=D>@<0F8>==>-
?A8E>;>38G5A:>< 2>7459AB288 <>3CB 
?@82>48BL : @07@CH5=8N C:>@5=5==KE 
687=5==KE F5==>AB59 8  CAB>52, 
?@828205<KE A5<L59, H:>;>9 8 
>1I5AB2><.



#>4@>AB:8:

• 2 A8;C 2>7@0AB0 M<>F8>=0;L=K. #>2KH5==K9 
C@>25=L M<>F89 O2;O5BAO =>@<>9 4;O ?>4@>AB:>2>9 
?A8E8:8;

• ?@8>@8B5BK 8 687=5==K5 F5==>AB8 2 A>7=0=88 
?>4@>AB:>2 =0E>4OBAO =0 AB0488 D>@<8@>20=8O;

• AB@5<OBAO : A>F80;870F88. �;O =8E 206=> 1KBL 
G0ABLN :0:>9-;81> 7=0G8<>9 3@C??>9, ?>;CG0BL C 
=55 70I8BC 8 2KABC?0BL 55 ?@54AB028B5;5< ?5@54 
A25@AB=8:0<8;

• A:;>==>ABL : ?@>B82>@5G8N 27@>A;><C <8@C, 
:>B>@>5 <>65B 1KBL ?@>48:B>20=> ?>8A:>< A2>53> 
<5AB0 2 A>F8C<5.



� CA;>2=> «?0AA82=CN» 3@C??C <>3CB 1KBL >B=5A5=K: 

• 8=D0=B8;L=K5,
•  =082=K5, 
• 2=CH05<K5, 
• 87;8H=5 2?5G0B;8B5;L=K5 8 4>25@G82K5, 
• A:;>==K5 : M<>F8>=0;L=>9 7028A8<>AB8,

•  : ?>;CG5=8N >4>1@5=8O 8 ?@87=0=8O >:@C60NI8E,
• 2>A?@88<G82K5 : 2>7459AB28N =0 :>3=8B82=>-

8=B5;;5:BC0;L=CN AD5@C, 
• 8<5NI85 =87:89 C@>25=L A0<>AB>OB5;L=>AB8, A0<>>F5=:8 8 

C25@5==>AB8 2 A2>8E A8;0E, 
• 8A?KBK20NI85 AB@0E8 8 B@52>38 ?5@54 2>7<>6=K<8 

>B@8F0B5;L=K<8 M<>F8O<8. 



� «0:B82=>9» 3@C??5 <>3CB 1KBL >B=5A5=K: 

• 604=K5, 
• =5G5AB=K5, 
• A0<>2;N1;5==K5, 
• A:;>==K5 : ?@8=OB8N 157>B25BAB25==KE @5H5=89, 
• AB@5<OI85AO : 4>AB865=8N «;53:8E @57C;LB0B>2», 
• 8<5NI85 M<>F8>=0;L=K9 B8? <KH;5=8O A 

@5:;0<=>-7028A8<>9 ?A8E>;>3859 ?>2545=8O,
•  A F5==>AB=>9 >@85=B0F859 =0 ?>;CG5=85 1;03 8 

C4>2>;LAB289. 



#>4@>AB:8 =0E>4OBAO 2 ?5@8>45 
D>@<8@>20=8O A2>59 ;8G=>AB8, 2 A2O78 
A G5< >=8 <>3CB 45<>=AB@8@>20BL 
45280=B=>5 ?>2545=85, :>B>@>5 
>B;8G05BAO >B B>3>, :>B>@>5 
A>>B25BAB2C5B >1I5?@8=OBK< =>@<0< 
8 F5==>ABO<.



"4=>9 87 =081>;55 7=0G8<KE >A>15==>AB59 
;8G=>AB8 =5A>25@H5==>;5B=8E, A:;>==KE : 
45280=B=><C ?>2545=8N O2;O5BAO :>=D>@<87<. 
      �>=D>@<=K5 ?>4@>AB:8 1KAB@> CA20820NB 
=>@<K 8 ?@028;0 3@C??K, 2 :>B>@CN >=8 ?>?040NB 
8 ;53:> ?>440NBAO 2;8O=8N >:@C60NI8E. 
      ' B0:8E ?>4@>AB:>2 4>AB0B>G=> 1KAB@> 
2>7=8:05B 0448:B82=0O 7028A8<>ABL. 







�5AB@C:B82=>5 8=D>@<0F8>==>-?A8E>;>38G5A:>5 2>7459AB285 A> AB>@>=K 
7;>C<KH;5==8:>2 8 ?>B5=F80;L=> >?0A=KE ;N459 <>65B 1KBL =0?@02;5=> =0
A>740=85 A>AB>O=8O :>=D;8:B=>AB8 8 45D>@<0F8N A>F80;L=KE >B=>H5=89 2 
A5<L5 8 H:>;L=>< :>;;5:B825, ?CB5<: 

• 87<5=5=8O A>7=0=8O; 
• A0<>2>A?@8OB8O 8 ?A8E>;>38G5A:>3> A>AB>O=8O 8 ?>2545=8O; 

@07<K20=85 GC2AB20 8 3>@4>AB8 70 A2>N AB@0=C; 
• 45D>@<0F8N <>@0;L=KE, =@02AB25==KE, :C;LBC@=KE, 8 F5==>AB=KE 

>@85=B8@>2; 
• M:A?;C0B0F8N 1>;57=5==KE A>AB>O=89; 
• A>740=85 A>AB>O=8O B@52>38 70 A2>5 1C4CI55;
•  :815@7028A8<>ABL; 
• A>740=85 8A:065==>3> >ICI5=8O @50;L=KE 8 2K<KH;5==KE C3@>7; 
• AB8<C;OF8N ?>B5=F80;L=KE 65@B2 : ?03C1=K< ?@82KG:0< 8 

83@>2K< 7028A8<>ABO< (8=B5@=5B-0448:F88), >@85=B8@>20==K< =0 
CE>4 2 28@BC0;L=CN :><?LNB5@=CN @50;L=>ABL.



�;O >ACI5AB2;5=8O ?A8E>;>38G5A:>3> 402;5=8O <>3CB 1KBL 8A?>;L7>20=K 
@07;8G=K5 <5B>4K F5;5=0?@02;5==>3> 2>7459AB28O =0 ?>B5=F80;L=CN 65@B2C. 

� MB8< <5B>40< >1KG=> >B=>AOB <5B>4K: 

• 6AGш5A8O; 

• G55645A8O; 

• 74D465A8O; 

• EF8@G?8DB64A8O > 
CB4D464A8N. 



&5E=>;>388, ?@8<5=O5<K5 4;O ?A8E>;>38G5A:>3> 
2>7459AB28O 8A?>;L7CNB ?@85<K 8 A?>A>1K ?>40G8 
8=D>@<0F88, A>>B25BAB2CNI85 F5;O< 7;>C<KH;5==8:0 8, 
: :>B>@K< A;54C5B >B=5AB8:

•  ;>6L;
•  A<5I5=85 ?>=OB89;

•  8A:065=85; 
• CB0820=85 45B0;59 8 206=KE 0A?5:B>2; 

<0=8?C;8@>20=85 ?@54@0AAC4:0<8 8 
• ?>4B0A>2:C D0:B>2; 
• ?5@5:><?>=>2:C 8 A>740=85 ?>B>:0 15AA<KA;5==>9 

8=D>@<0F88. 
#@8<5=5=85 MB8E <5B>4>2 >ACI5AB2;O5BAO A CG5B>< 

2K3>4=>3> <><5=B0, A>F80;L=>3> :>=B5:AB0 8 D>=0 4;O 
?>40G8 8=D>@<0F88.



&5E=>;>388 2;8O=8O 8 <0=8?C;8@>20=8O GC2AB20<8 8 
?>2545=85< >@85=B8@>20=K =0:
• A>740=85 7;>C<KH;5==8:0<8 8=D>@<0F8>==>   8 
M<>F8>=0;L=> 7=0G8<>3> D>=0, 70B@C4=ONI53> ;81> 
8A:;NG0NI53> :@8B8G5A:CN >F5=:C A8BC0F88 01>=5=B><;

• 2=570?=>ABL A>>1I05<>9 8=D>@<0F88; 
• 55 M<>F8>=0;L=0O 7=0G8<>ABL; 
• 45D8F8B 2@5<5=8 4;O ?@8=OB8O @5H5=8O; 
• =54>AB0B>: A?5F80;L=>9 B5E=8G5A:>9 :><?5B5=F88 
01>=5=B0; 

• 548=AB25==>ABL 0C480;L=>3> :0=0;0 2>A?@8OB8O 
8=D>@<0F88 >B 72>=OI53>. 



�06=K< M;5<5=B>< ?@>F5AA0 CA2>5=8O 
=@02AB25==KE 8 ?@02>2KE =>@< O2;O5BAO 
CG0AB85 2 @07;8G=KE A>F80;L=KE 3@C??0E. 
#A8E>;>38G5A:>5  1;03>?>;CG85 

;8G=>AB8 7028A8B >B >F5=:8 8 >B=>H5=8O 
G;5=>2 3@C??K  8 >B <5AB0 70=8<05<>3> 2 
MB8E 3@C??0E. 
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